Penyoiuka CpoOuja
BpxoBHU KacalMoOHM Cy/

INPOLEHA CTAIbA UKT
NHOPACTPYKTYPE Y BPXOBHOM
KACAIIMOHOM CYY
CA ITPEITIOPYKAMA

ATA Multi Donor Trust Fund for Justice Sector Support in Serbia



CAZIPXKAJ

D210 ) 1 T PSSO U PP O PSP PPROTRPOP 3
YNTOTA BPXOBHOTI KACALIMOHOTI CYOA Y MPABOCYAHOM CUCTEMY PENYBNUKE CPEUIE................. 4
K/BYYHE HALJTEMKHOCTU BKC.....eeiiiieieiiie ettt ettt ettt ettt ettt e st e st e e s e e sabeeesabeeesaneeesnneeas 4
OPTAHU3ALMOHA CTPYKTYPA N1 OATOBOPHOCTU YHYTAP BKC ...ceoiieiiiiieiiiee et 6
OLCEK 32 MHDOPMALLUOHE TEXHOOTUJE eeuereeauirierieeeeuteesteresauseesseeesasseesaseeesaneeesasseesasesesasseesnseeesaneeesnses 7
MPETNEL CTAHA UKT UHPPACTPYKTYPE.......eiiiiiieiiieeetite sttt site e st e sbee e st e sbee e sbeeesabaeesneeesaneeas 8
Mpernes cTatba KOMYHUKALMOHE MHPPACTPYKTYPA c.uveeerurererrerenreresireresiieeesseresaseeessesesaseeessseeesaseeesaneens 8
KomMyHMKaLMOHa MperKa Y 3rpaiu CyAa U LUMPOKOMOJACHE MPEKE ...vveerureeerurererieeesreresreeesreeesaneeesaneeas 8
NokanHa mpexka (Local Area NetWork - LAN) ..ottt e e e e e et rree e e e e e e e e e e e ansraaaeees 9
TTPUCTYM JABHOM MHTEPHETY tuvuueiietituuureeeeetuuuiasseestttuuaseeessssunsstssessssseeseemmmsteeemmmteeemmnerem 10
TENMTEDOHCKA MPEIKA c.eeeeeeeereiiriretreteuetuunee i iasasasssaseaaasaaaaasaeeeeeeseseesesssssssssnsnsnsnnnsnsnsasasssssesseseeeasseesesssssnsnnnes 10
Be36eAHOCT PAUYHAPCKE MPEMKE M MOMATAKA . eeerurererurreerurererreeasureeesabeeesseeesseresseeessesesaseeesssesesaseeesnes 11
YT TR T ol <Y 1= 1 Lol PSPPI 12
Mpaherbe M KOHTPO/A PAAA PAUYHAPCKE MPEMKE ..eeerurreerurererreeerreeesreeesseeesreresseeesreresaseeessseeesasesesnes 13
Mpernepn ctartba CUCTEMCKUX NPOrPama, PaYyHAPCKE ONPEME M LUTAMMAYUA ..veeerrveeerrererirreenreeesareeenns 13
[eCKTON PaUYHAPM U NTANTOM PAUYHAPM cuereeaiieeeiuieeaaireeesteeesbeessuteeesbeeesaseeesabesesseesssesesaseeesseeesasesesnnes 14
(00T o1-1=1 o 1 E PSP PPPPPPRN 14
CePBEPU 38 MHTEPHY YITOTPEDY ..uvuriiiiiiiieeeeieieiiititieeeeeeeeeeeessetstrsaeeeeaeaeesssassntsssasseesaasesessassssssssssseeaaaees 15
T 1Y L= LT PP TP PPPPP 15
C/CTEMM 33 YNPAB/baHbe DA3AMA MOLATAKA ...uuvvrrrierreeeeeeeeeeiiitrrrrrereeeeaeeesiasinrssssssseseeseseassssssssssssseeaaaees 16
SALUTUTA Of, BUPYCA M CUTYPHOCT wuureeieetrrtieseettttutseeesetnssaseseseessssssssesestmnneseeeemmseeeseemmanneeeeemmnneeeeenmmn. 16
(O1T=TT=Y o PP PPPPTPRRN 16
OMEPATUBHM CUCTEMM  cevvuieeeieiitiuiseeeeetuutasseettttuiassessesssaseeseesmsstesestmtteeemmmstereem .. 17
CraHgapaHe ananKkaumje y YNOTPEOU Y BKC ......uviiiiiieiei ettt e e e e e ececrrrre e e e e e e e e e e e e absarraeeeeaaaee s 18
BAKTBYUAK .ttt ettt ettt et e b et e b et e s b e e s bt e e b e e e s bee e e be e e e be e e e bee e s beeesabeeesbeeesreeea 19



YBOJI

MynTH-noHaropcku (oHJ 3a noapiuky cekropy npasiae (MDTF-JSS) kora anmunucTpupa u
ormepatuBHO Boau CBercka baHka, ocmMuIIBeH je Kao e¢duKacaH HMHCTPYMEHT 3a
KoopauHayMjy u3Mmelhy MuHuctapcTBa mpaszie, CyloBa M TyKWIalTBa, EBporicke koMmucuje,
JIOHAaTOPCKUX OpraHU3alfja U HUBUIHOT IPYIITBA Kako OM ce oMOryhmio cprickum BiacTuma
na:

a) axypupajy Haunonanny crparerujy pedopme npasocyha (HCPII);

b) pa3Bujy anekBaTHO Oyuerupanu tuiaH umiuiementanuje HCPIT ca pedunucanum
MH/IMKaTOpUMa Iporpeca;

c) 0jayajy HMHCTHTYLIMOHaNHEe KamamureTe MUHHMCTApCcTBa TMpaBae M CYACTBa Ja
UMIUIEMEHTHPA]y, KOOPAMHHMIILY, HaAINIenajy W Ouemyjy pedopMe U MOIEPHU3ALU]Y
npaBocyha;

d) npaTe U U3BEIITaBajy O HAPETKy MPaBOCYIHUX pedopmu u

e) yKJbyuye HEBIIQJMHE, TpallaHCKe M akKaJeMCKe opraHu3aiyje y mpouece pedopme H
MOJICpHH3AIIHj€ CEKTOpa MPaBJIe.

MDTF-JSS ce mnpuiukoM mnpykama MOAPUIKE W TEXHUYKE TIOMOhM JomymaBa ca
akTuBHOCTHMa EBporicke komucuje y cextopy npasae y Cpouju. CBeoOyxsaruu s MDTF-
JSS je ma ce omakma mpomec uaTerpanuje Cpbuje y EY y obmactu mpaBocyha, na ce
ycrocTaBu OKBHUD 3a npaheme nephopmMaHcu cekropa MpaBie U a ce ojaya MehymoHaropcka
KOOpAMHAIMja y MOIJIeAy IIOMONH CEKTOpY MpaBJe.

OBaj wum3Bemraj mpukasyje TpeHyTHo crame VKT wuHppacTpykType y TpeHYTKy NHCamba
U3BElITaja, Te ra crora Tpeba MOPHOBO MPOLECHHMBATH W KOPUIOBAaTH IO IMOTpeOU CBake
ronuHe. [Iponec roguime pe-eBanyainuje Tpeda aa y3me y 003up cBe MOTEHIIMjalTHEe TPOMEHE
y TIOCIIOBHOM OKpYXEHY, HOBE WHBECTHIIMjE WIM HOBE MPOjEeKTe KOjU HHUCY IOCTOjalIu.
HcToBpeMeHO ca MEepHOANYHUM aKypUPAEM OBOT JIOKYMEHTA, M MPOLEC MIaHupamba Tpeda
Jla KOHCTaHTHO IViefla yHampea U Onmaro ce kopuryje cBake roxuHe. Camo Ha Taj HauuH he
MH(POPMALIMOHO-KOMYHHUKAallMOHAa HH(pacTpykrypa u gasbe noapxkasati BKC nusbeBe u
3ajaTke 0e3 3acTapeBama.

OBa mporieHa crama yKbyuyje:

o AHanuzy/onuc TpeHyTHE CUTyalije HH(POPMALMOHO-KOMYHHKAIIMOHE HH(PACTPYKTYpe
y BKC,
o [Tpo6neme u pusuke no BpxoBuu kacaumonu cyn Besane 3a KT kao u mpensore 3a

no0oJblIama U IOMyHY HHPOPMAIIMOHO-KOMYHUKAITMOHE HH(pACTPYKType.



YJIOT'A BPXOBHOI' KACAIIMOHOI' CYJA Y ITIPABOCYJHOM
CUCTEMY PEITYBJIUKE CPBUJE

BpxoBHu kacarmonu cyn je Hajumu cyn y Penyonumu Cp6uju. OcHoBaH je 1. janyapa 2010.
ronuHe (HacinenuBinM paHuju Bpxosuu cyn Cpbuje), kaja U APYTH CyI0BH OCHOBAaHU IpemMa
OpraHu3alju CyACTBAa U HAAJEKHOCTU CYy/IOBa, y CKJIaay ca onpendama 3akoHa o ypehemy
cynoBa (,,Ci. mmacauk PC*, 6p. 116/08 u 104/09). [Touetkom 2014. rogune, ca u3MeHaMa U
nonyHama 3akoHa o ypehemy cynoBa U HOBUM 3aKOHOM O CEIUIITUMA U MOApYydYjuMa Cyl1oBa
Y jaBHHX TY>KWJIAIITaBa, yCTAaHOBJbEHA j€ U TOYEIIa ca paJoM HOBa Mpeska cyfosa. O 21. maja
2014. romuHe M BpXOBHM KacallMOHM CyJ j€ MpeTpHeo H3MEHe Yy OpraHu3aluju Hu
Ha/IJISKHOCTH.

Cemumre BpxoBHor kacanmonor cyma je ox 2010. romuHe y 3rpaau Ap>KaBHUX OpraHa y
Hemamunoj 9 y beorpany. Ilpeacenauk BpxoBHor kacamuoHor cyaa je ox 6. neuemopa 2013.
ronuHe cynuja Jparomup MusojeBuh.

K/bYUHE HA/UIEZKHOCTH BKC

Hannexxnoct BpXxoBHOT KacallMoOHOT Cy/1a yCTaHOBJbEHA je ca MOYeTKOM paja cyaa ox 2010.
roJIMHE aJIM je MPOIIUpEeHa ca u3MeHaMa U JIolyHaMa 3akoHa o ypehemy cynoBa, unja
npuMeHa je ornovena ox 21. maja 2014. rogune, u Tpajana 1o 31. nenem6pa 2015. ronune.
CrynameM Ha cHary 3akoHa O 3aIlITUTH MpaBa Ha cyheme y pazymHoM poky 01. janyapa 2016.
TO/IMHE, HAJIJISKHOCT CyJla Y TOj MaTepuju AeTaJbHH]E je ypeheHa.

Hamyexxnoct BpxoBHOT KacallmoHOT cy/a je, ¢ 003UpoM Ha TOJI0XKa] TOT Cy/la, Kao HajBHIIET Y
Peny6muum CpOuju, 3akoHoM ozpel)eHa y 1Ba OCHOBHA IpaBlia J1eJI0Bamka, y cyhewy 1 u3BaH
cyhema.

HAVIEZKHOCT BPXOBHOI' KACALIMOHOTI CYJIA Y CYBEBY
Unanom 30. 3akoHa 0 ypehemy cynoBa, IponucaHo je aa je BpxoBHU KacaloHu CyI
Ha/IJICKaH J1a oIyuyje y cyhemy:

- 0 BaHPEIHUM MPaBHUM CPEJCTBUMA H3jaBJbEHUM Ha oJuTykKe cynoBa Pemybnuke CpOuje u
y IpyTUM CTBapHMa oApel)eHUM 3aKOHOM,
- 0 CyKoOy HaJUIeKHOCTH U3Mehy cyaoBa, ako 3a OJTyYMBakhe HUje HAJIe)KaH APYTH CyI U
- O IPEHOUICHY HAUICKHOCTH Pajiv JIAKIIeT Bol)erma MOCTYIKa WIK APYTHX BaXKHUX pasiiora.

BpxoBHu kacanmonu cyn y cyhemwy nocryna y KpuBU4Hoj, rpal)aHCKoj ¥ yIpaBHO] MaTe€pHjH,
npeMa MHHUIUjaIHOM aKTy cTpaHke yTBphenum npouecHuM 3akoHoMm (3I1I1, 3KIT wmu 3YC):

1. y KpUBHYHHUM NpeAMETHMA!

- TI0 3aXTEBY 3a 3aIITUTY 3aKOHUTOCTH,
-y npeaMeTuMa cyko0a HaJJIeKHOCTH U ofpelrBama HaJIeKHOCTH;

2. y rpahaHcKUM IpeAMETUMa, Y OIIITOj ¥ MIPUBPEIHO] MATEPHjH:

- TI0 PEBU3H]jH, IUPEKTHO] PEBU3UjH,



10 3aXTEBUMa 3a 3aIITUTY 3aKOHUTOCTH,

T10 3aXTEBY 3a MPEUCTIUTUBAE TPABHOCHAKHE MPECY/IE,
CIOPHOT MIPAaBHOT NUTambA,

y IpeaMeTHMa CyKoOa Ha/IJIeKHOCTH U JIeNIeralyje;

3. y ynpaBHUM IpeIMETHMA:

T0 3aXTEBY 3a MPEUCITUTUBAE CYICKE OIITYKE,

0 3aXTEBY 3a MPEUCITUTUBAE TPABHOCHAKHUX MPECy/Ia MPEKPIajHOT Cy/a,
0 3aXTEBY 3a 3aIITUTY 3aKOHUTOCTH Y MPEKPIIAjHUM MIPEAMETHMA,

y MpeaIMETHMa CYKoOa HaJIS)KHOCTH,

10 3aXTEBY 3a BAaHPEIHO MPECUCITUTHBAKE CYICKE OIUTYKE,

0 3aXTEBY 3a BAHPEIHO MPECUCITUTABHE IPABHOCHAXKHOT PEIlICHha O MPEKPIIAjy,
0 3aXTEB 3a 3aIITUTY 3aKOHUTOCTH U

I10 JKaJIOu.

HAJVIEZKHOCT BPXOBHOI' KACAITMOHOI' CYJIA U3BAH CYBEIBA

Perynucano unanom 31 3akoHa o ypehemy cyaoBa, KOjUM je IPOMUCAHO /1A j€ HAaJUICKHOCT
BpxoBHOT KacallMoHOT cy/1a U3BaH cyhema:

na 06e30ehyje jeanHCTBeHy CyACKY MPUMEHY MpaBa U jeTHAKOCT CTPaHaKa y CyICKUM
MOCTYIIIMMA,

Jla pa3MaTpa MpUMeHY 3aKOHA U APYTUX MPOIHCA U PaJl Cy/I0Ba,
UMeHYyje Cyauje YCTaBHOT Cy/a,
Jlaje MUILJbEHE 0 KAaHTUAATY 3a MPeIceTHIKAa BpXOBHOT KacalMoHOT cyia u

BPILIH JIpyTe HaJUIEKHOCTHU ofipel)eHe 3aKOHOM.

JenHa of1 Haj3HAUAjHUJUX aKTUBHOCTH BPXOBHOT KacaIllOHOT Cy/la U3BaH cyhema je y

yjenHauaBamwy cyacke npakce mehy cynmosuma y Pemyonuiu Cpouju. [Ipencennnk BpxoBHor

KacallMoOHOT cy/a I0Heo je movyeTkoM ampuia 2014, roquHe, y MUY yjeqHauYaBamba CyICKe

npakce, HopmaruBHU akT "[lnan aktuBHOCTH Cyna paam yjeqHadaBama CyJcKe mpakce'.

SAIITUTA ITPABA HA CYBEILE Y PA3YMHOM POKY

BpxoBHU KacaliMoHH Cya1 OUTy4yje y 3alITUTH MpaBa Ha Cyheme y pa3yMHOM POKY:

y TIPBOM CTEIEHY, O 3aXTEBY 3a 3aILUTHTY MpaBa Ha cyheme y pa3yMHOM POKY aKo ce
3axTeB OJHOCHU Ha MOCTYIAK KOjU je y TOKy nper [IpuBpeHrM aneinannoHuM CyIoM,
[IpekpiajHUM aneranuoHUM CyJIOM WU YIIPaBHUM CYJOM H

0 kanbaMa IPOTHB pelliekha O 3aXTEBY 3a 3aITUTY MIpaBa Ha Cyheme y pasyMHOM POKY
JIOHETOT Off CTPaHE HUXKECTETICHUX CYI0Ba.



OPTAHUN3AIINMOHA CTPYKTYPA 1 OAI'OBOPHOCTU YHYTAP BKC

BPXOBHW KACALUMOHU CY[

MPEACEAHUVK CYJA

I SAMEHWNUW NPEACEAHNKA CYJA ssss
I KOJIErMJYm nana
I CNYXBATIPEACEAHVUKACYA  swss

I CYACKA OJE/bEHA .

KpuBHUYHO 0gerberbe

Opgerpetre 32 NpUNpeMHEnM NOCTYNaK

pafjaHCcKo ogerbetbe

Opemetse 33 NpUNpeMEy NOCTYNEK

: Operberbe 3a 33WTUTY Npaea Ha
cyherbe y pasymMHOM POKY

Ogerpetre 33 NpUNpemMHA NOCTYNEK

Operberbe cyacKe npakce

I OMMWTA CEAHUUA aunn

YMNPABUTE/b CYJA I
WHTEPHW PEBU3OP I
CEKPETAPWJAT I

Cnyx6a 33 MHAHCKHjCKO-MATEPHjanHe
nocnoge

0OJacek 3a MHOOPMaLWOHe TEXHONOoTHje

Jaktunobupo

Opcek 3a KOpekTypy

Opacek 3a 6esbeanoct

Cnyx6a 3a TexHWuke nocnoee, MMN3 u 33
6Ge36egHOCT ¥ 3apaB/be Ha pagy """

CYACKA MMNCAPHUUA I

OAcek KpUBMYHE NUCapHULIE

Opacek rpahaHcke nNMcapHuLEe

Crnuka 1: OpranusanuoHna CTpykTypa BpxoBHOT kacalluoHOT cyaa



Oxacek 3a nuHOpMAIMIOHE TEXHOJIOTHjE

3a ruianupame, ynpasbambe U ofpxaBame KommieTHe 3ajennnuke UKT undpactpykrype y
srpagu Cyna, HHQpacTpyKType 3a BpxoBHH KacanmoHu cyj kao u npyxame T noxpiike
KOpUCHUITMMA 3a/1ykeH je Oncek 3a nHpopmanmoHe TexHooruje y okBupy Cekperapujara
BpxoBHOTI KacallMOHOT cyza.

Opcek 3a HHPOPMAIIMOHE TEXHOJIOTH)E CACTOjU CE O 5 3aMOCIeHUX, OAHOCHO mopen PykoBo
JHoIa oJiceKa, yKIbyuyje jour 1 CucteMm aAMHUHUCTpATOpa, AIMUHHUCTpaTopa 6a3e rmojgaraxa
kao u Tpu KT texnuuapa.



ITPEIVIE/] CTAIBA UKT NTH®PACTPYKTYPE

VY 0BOM NOMIaB/by M3HETA Cy 3alakamka W NPEUIO3H KOHCYJITAaHTAa O TPEHYTHOM CTalby
MH(POPMALIMOHO- KOMYHHKalIMOHE UH(ppacTpyKType Y BpxoBom kacannoHoM cyqy, yTBpheHoy
KpO3:

e VBup y 3rpaay, npoctopuje u UT uadpacTpykrypy Ha JUIly MecTa
e PasroBope ca pykoBoauonuma u 3anocienuma y BKC

e JlupexktuM yBuzaoM y npouece paga’y BKC
[Iperynien TpeHYTHOT CTama je MPE3eHTOBAH KPo3 :

e [Ipernen crama KOMyHHKAIIOHE HHPPACTPYKTYpE

e [Ipemiexn crama CUCTEMCKHUX IIPOrpaMa, pauyHapcKe OpeMe M IITamiada

IIpersen crarba KOMyHUKaAIlUOHE HHPPACTPYKTypa

KomyHukaimona wuHGpacTpykTypa oOykxBaTa KOMIIOHEHTe moTpebHe 3a wmelycoOHO
MOBE3MBAKE 3aNOCICHUX M Jpyre eJeMeHTe HHpopMmanoHe HWHPPACTPYKTYpe Koju
006e36el)yjy ycmyre mpeHoca uHpopmaimja uzMel)y paznuauTux HHPOPMALMOHUX CHUCTEMA.
OBe yciyre MOry YKJbyYHBaTH KaKO IJIACOBHY/3BYYHY/BHICO KOMYHHKAIU]Y TaKO U TPEHOC
nojiaTaKa.

Oga cekiyja he mokpurtu cienehe obnacTu y BUIE AeTaba:

KomyHukaimona Mpesxa y 3rpaju cyna
Jlokamue mpexe (Local Area Networks - LAN)
Tenedoncka mpexa

JaBHU UHTEpHET

be3benHoct pauyHapcke Mpeske

Mpe:KXHU CEpPBUCH H yIPaBIbakbhe MPEKOM

KomyHHEKanoHa Mpe:ka y 3rpaju cyJa U MINPOKOII0jaCHe MpexKe

3a ogpxaBame Mpexe BpxoBHOT kacalioHor cyia HajexkHa je ¢pupma Opuon Tenekom, y
CKJIaJy ca YTOBOPOM O OfIp>KaBamy CKJIOIJBEHUM ca MuHUCTapcTBOM mpasje. Kao u cBu
cynosu y PenyOnunu Cpouju, BpxoBHU KacalllioHu Cy[I je TToBe3aH Ha mpaBocyaHy VPN
MPEXKY.

Oncex 3a MHPOPMAIIMOHE TEXHOJIOTH]E j€ OJIrOBOPaH 3a MPaBMWIIHO (DYHKIIMOHHUCAHE MPEXE Y
1esnoj 3rpanu cyaa. Mimajyhu y Buay na ce y 3rpajiy Hajga3u HEKOJIHMKO Pa3IMYUTHX Cyl0Ba,
Ka0 M OCETJbUBOCT U 3Ha4aj M0jeJUHUX aIUTMKALMja Y OKBHPY MpPEXe y 3rpajiu cyda MOCTOjH
Hekonko aepuHucannx VLAN Mpexa (ckpaheHuria o eHIieckor Ha3uBa ,, Virtual Local
Area Network®, Koju 03HauaBa rpyIy pauyHapa y OKBUPY HCTe (U3UUKE MpexKe KOjU Cy
JIOTMYKY ¥ U30JIOBAHU O] IPYTUX padyHapa y MpexH), ITo 300T 6e30eJHOCHUX pa3iiora,
OZHOCHO O[Bajama Mpexe koja uma npuctyn cuctemy CAIIC on Mpexe Koja mpucTymna
JaBHOM MHTEPHETY, IITO 300T CMamkEHha 3aryIeHOCTH MPEKE U JIOTMYKOT IPYyNHCamba
KOPUCHUKA TI0 TTOCIIOBHUM (YHKIIHjaMa.



VY 2016T0j BpxoBHM KacallMoOHH Cy/ j€ U3PaHo JIOTHUKY IIeMy KOMIUIETHE padyHapcKe
Mpexe y 3rapau cyaa, ykibyuyjyhu u nogemasama VLAN-ova.

KomyHnukarmon uadpactpykrypa 3a 3rpany ce 3acHuba Ha CISCO ypehajuma u 10 mouerka
2016Te romuHE MOCTIOBE OIp>KaBama U KOH(UTYpUCaEa OBE OTpeMe je paauio npeaysehe
Opuon TenexoM anu NOTpeOHO je J1a U CyJl pa3BHje KanaluTeT 3a 00aBJbambe TUX 33aTaKa .

# | 3anmaxame IIpenopyka
1 | Pagu eukacHOTr ynpaBibama PeanuzoBaru 06yky 3a noxemasame CISCO
KOMYHHUKAI[MOHOM MPEXOM Y OKBUDPY MpexHuX ypehaja 3a 6ap 2 3anocnena y Cyny

3rpaje , ca pecypcuma Kojuma cynu
pacronaxe, MOTpeOHO je HapeIHO
3HAbE U3 MOJICIIaBakha U pajy ca
CISCO mMpexHOM oIpeMoM

Crame nokanHe mpexxue ungppactpykrype y BKC je 3anoBospaBajyhe, anu je pacronoxuBOCT
Opoja MpeXHHX MpHUKJbyUYaKa orpaHuyeHa ycien HegoBossbHOT Opoja CISCO switch ypebhaja.
ITo npaBuity, cBe kanuenapuje y 3rpaau BKC onpemssene cy OapeM ca 1o jeTHUM MpPEXHUM
NPUKJBYYKOM, a y Behem Opojy cityyajeBa OHOJIHMKO MPUKIJbyYaka KOJIMKO MMa PaJHUX MECTa y
KaHIeIapuju.

W1 mopen Tora 1mTo y KaHIelapHjaMa MMa J0BOJbAH OpOj 3UIHUX MPEKHHUX YTHUHHUIIA, CAMO
7eo je (pU3MYKU U MOBE3aH Ha MPEXY, 300T HEJOBOJHLHOT Opoja pacrojoKMBHX MOPTOBA Ha
aktuBHUM MpexkHUM ypehajuma (CISCO switches). 3aTo ce y mojequHUM KaHIenapujama, rae
HEMa JO0BOJHHO 3UJHUX MPEXKHUX YTUYHHIA a OOpaBU BUILE 3alOCICHUX, KOPUCTE 4-TTIOPTHU
WK 8-TIOPTHU MPEXKHU PA3ICIHULIM, KOJU HUCY HAMEHCHHU 32 Po(ecHoHaIHy yrnoTpeody.

OBo orpanuueme ce Moxke npepasuhu HabaBKOM OapeM joul jeJHOTr JOAATHOT 24-TIOPTHOT
switch ypebhaja 3a cepBepcky cany, kojum Ou ce ocmocobuo aoxaTtHu Opoj 3unHux RJ45
Ethernet yruunumna. USAID Separation of Powers npojekar je 2014. rogune, y ckiaay ca
MCKa3aHUM ypreHTHUM mnorpebama PykoBommona IT oncexka BpxoBHor kacamuonor cyna,
nounupao nomatiu 24-moptHu CISCO WS-C3750V2-24T-S switch koju je moBehao Opoj
(GYHKUMOHATHUX 3UIHUX MPEXHHUX YTUYHHIA 3a jour 24. MelyTum, oBUM npobieM HuUje joI
YBEK y TIOTITYHOCTH PEIIeH U HeonmxoHa Ou Omia HabaBka OapeMm joIl jeHOT WM Ba OBAKBa

ypehaja .

# | 3amaxame IIpenopyka

1 | VY nojenunum Kanuenapujama kopucte | PeanmzoBaru HaOaBky | mnm Buiie 24-nmopHux
ce 4-nopTHU WK §-TIOPTHU MPEKHU CISCO switcheva u moBe3atu cBe HHCTaTUpPaHe
pa3/eHUL, KOJU HUCY HAMEH-CHH 32 YTUYHHULIE.

npodecroHanHy yrnoTpedy




3a ogpxaBame Mpexe BpxoBHOT kacalioHor cyia HajiexkHa je ¢upma Opuon Tenekowm, y
CKJIaJy ca YTOBOPOM O OfIp>KaBamy CKJIOIJBEHUM ca MuHUCTapcTBOM mpasie. Kao u cBu
cynosu y Peny6nuim Cpouju, BpxoBHH KacallmoHu cy je moBe3aH Ha npaBocyany VPN
MPEXKY.

BpxoBHH KacallMOHM CyA WMa MPUCTYH M jaBHOM MHTEPHETY MPEKO CHMETPHUUYHHOT JINHKA, H3MEpEHe
op3une 100/100 Mbps, xora o6e36ehyje dupma Opuon Temexom. OBaj TUHK TPEHYTHO 3a0BOJHABA
norpede BpXOBHOT KacalMoOHOT Cy/a.

3amocnenn umju mocao 3axreBa mnpuctyn cucremy CAIIC (Crammapana Amnmukanuja
ITpaBocyha CpOuje) Hemajy MPUCTYI jJaBHOM HHTEPHETY, U OOPaTHO - 3aIOCICHU KOjU UMajy
NPUCTYIT jaBHOM HWHTepHeTy Hemajy mpuctyn cuctemy CAIIC, u3 pasmora 6e30enHocTu
uHpOopMaIyja.

[ToTpeOHO je HAMOMEHYTH Ja HU MIPUCTYT JaBHOM UHTEPHETY HUje 03 NKaKBUX OTPaHUYCHa —
OnokupaHu cy onpeleHH MOPTOBH, Kao W TMOjEIMHU Web CajTOBH KOjH HUCY MOTpPeOHHU 3a
o0aBJbame MOCIOBHUX 3a/laTaka a MO3HAaTH Cy Kao MOTEHLMWjAJHU CUTYPHOCHH PU3HLMU WU
Kao BEJIMKHU IeHepaTropu MHTEpHeT caoOpahaja (Ha mpumep YouTube, pazuu Torrent cajToBu
uta.). OBo je yoOuuajeHa U A00pa mpakca y ApKaBHUM OpPraHHMA, ajll U y BEJIUKOM Opojy
NpUBaTHUX (UPMHU, jep ClpeyaBa 3arylielkhe MpekKe U CMamyje pu3uke mo 6e30emHocT
uHpopMaIyja.

3a rocre mocroju oTBopeH moceban WiFi hot-spot koju je M3010BaH 0J] OCTaTka CyAcKe
Mpexe, IITO je TIOKEJFHO U HEOMXOAHO 300T 6e30eHoCcT HHpOpMaIHja.

CBu cynoBH y 3rpaay, ykJbyuyjyhn u cam BpXOBHH KacallMOHW CyJ, KOPUCTH IUTHUTAIHE
CISCO IP Ttenedpone. Monen CISCO IP Phone 7911 xopuctu Hajsehu 6poj 3amocieHux, u 'y
MameM Opojy Hanpemaauju moaen CISCO IP Phone 7940, Ha pagHuM MecTUMa Koja y MOCITY
MHTECH3MBHHU]jEe KopucTe TenedoH, kao mro cy llpencennuk cyna, kaOWHET MpeacerHuKa,
CeKpeTapHu 0JeJbema, Me(OBH MUCAPHUIIA, PAauyHOBOACTBO, MTOjEIMHE CYIU)C UT/.

Tenedoncka uentpana je takohe CISCO, cepmje MCS 783512-K9-CMB. Osaj monen
nentpane je 13B. CISCO Appliance Tj. pagum ce O padyyHapCKOM CepBEpy Ha KOME Cy
MHCTAUpaHu omnepatuBHU cucteM U cnenujanu3oBanu Cisco Unified Communications
Manager (CUCM) codtep Bepsuje 6.0.1.2000. OBaj monen je CISCO mpectao na moapkasa
2014. ronune, a 1 caM XapaBep je Beh u3amao u3 rapaHTHOT poKa.

On tpu oBakBa CISCO cepBepa, HICHTUYHUX KapaKTEPUCTHKA, CAMO jellaH je y TOBE3aH U
KoH(urypucas (y ynorpedu), 10K mpeocTaja JiBa HUCY IOBE3aHa U HUCY KoHuUrypucana. [la
Cy CBa TpU cepBepa MOBe3aHa M KOH(UrypHcaTH Ja paje y PEAyHJAHTHOM KIJacTepy, Y
cllyyajy KBapa OWJIO KOI' OI HHUX, IMpeocTaja JaBa Ipey3ena Ou HeroBy (QyHKIH]Y
00e30ehyjyhu koHTHHYHTET (QyHKUIHOHHCAama Tele(OHCKE MpEke 10 MOIpaBKe/3aMeHe
cepBepa.

VY cangammoj KOH(QUIypaluju, ca caMo jJeJHUM CepBepoM y (YHKIHjH, TOCTOjU jenHa,
ycamJbeHa Tadka oTka3za (single point of failure), mTo 3Haum ma Om y ciydajy KBapa OBOT
JEIHOT cepBepa, CBU CYIOBH Y 3rpajid UCTOT MOMEHTA OCTanu 0e3 Tene(oHCKe KOMYHHUKAIIH]e.
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TokoMm GopaBka U paja ayTopa OBOT JOKyMEHTa y BpXOBHOM KacallmOHOM cyfdy 3a0eliexkeH je
HU3 TmpoOrmema y (QyHKHIMOHHMCcawy TenedoHckor caobpahaja ycimex mnpobiema ca
Tene(OHCKOM LIEHTPAIOM OJHOCHO CEPBEPOM KOjH Cy Tpajasid M M0 HEKOJIHUKO CaTH.

Pusuk mpencraBjba M UMIbEHHMIIA J1a jeAMHA ocoba Koja paaud Ha MOCIOBHMAa CHUCTEM
WHXemepa 3a TenedoHUjy HHje TNpOoLUIa HUKAKBY OOYKYy 3a aJMHHHUCTPALU]y OBAKO
xomruiekcHor CISCO cuctema u Ja je camMOyka y OfpKaBamby U BpIIM KOH(pUTypauuje u
uHTepBeHnuje mamer oobuma y Cisco Unified Communications Manageru, anu y ciy4ajy
KOMIUIETHOT OTKa3a CHCT€Ma IOTOBO CHUTYpHO He O Omiia y cTamy Ja pe3epBHH CepBep U
MyCTH Ta y (YHKLH]y YMECTO cepBepa KOjH je ucrao u3 ¢yHKIuje 30or kBapa. Tum mpe je
HEOITXOIHO IITO npe ocnocobutu penyHaanTau kinactep CISCO cepsepa 3a I[P Tenedonujy.

# | 3amaxame IIpenopyka

1 | TenedoHcka meHTpana KOpUCTH cTapy | Peann3zoBarn HabaBKy HOBE KOMIATHOMIIHE
oIpeMy Kojy nmpousBol)au BUIIIEe HE tenedoHcke 1eHTpae ca onropapajyhom omnpemom
noJipKaBa koja he omoryhuTu BUCOKY JOCTYIHOCT.

2 | CISCO Tenedoncka nieatpana He paau | Mmm nox (1) uim ocmocobutu gogaaTHe cepBepe Tako
y MIyHOM KamaiuTeTy | MPeICTaBIba na TenedOHCKa IEHTpasia UMa PeAyHIAHTHOCT.
MOjeIMHAYHy TauKy OTKas3a.

3 | 3amocnenu koju ce 6aBe oJpKaBAKHEM PeanuzoBaru 00yKy 3a IOZICLIABAE U OJIPIKABAHE
tenedoncke UIT nentpane Hemajy CISCO UII tenedoHCKHUX IEHTpasia © MPEKHUX
oarosapajyhe oOyke ypebhaja 3a Gap 2 3anocnena y Cyny

O 6e30enHocTH pauyHapcke mpexe Opune 6puny wianoBu MKT tuma BpxoBHor kacarmonor
cyna. be3bennocHe monmce M npaBa NPUCTyNa KOPUCHHMKA y CyIy Cy Ha 3a10BoJbaBajyhem
HUBOY (HHje mpuMeheHa mpakca Ja c€ KOPHCHUIM NpHjaBJbyjy Ca aIMHHUCTPATOPCKUM
NpUBUJIETHjaMa HUTH je puMeheHo Ja cy Ha pauyHapuMa y Cyly MHCTAJMpaHe arTuKaluje
KOj€ HUCY Y (PYHKIIUjH ITOCIOBHHX TpOLIeca).

Konuko je mo3naro, 10 cafa y cyay HHMje OWJIO MHLUACHATa ca WHQPEKIUjOM pavyyHapCKUM
BUpYCHMa, TPOjaHIIUMA U CJ. malware mporpamumMa, mTO 300T CUTYPHOCHHX IOJIHCA, IITO
300T OATOBOPHOT MOHAIIAKA 3aMOCICHUX Y CYY.

TokoM OopaBka KOHCYATaHT HHUj€ yOUHO IpaBHJa 3a W3paay pPEe3epBHUX KOIMHWja PaTHUX
CTaHMIA U BAKHUX KOPUCHUYKHUX TMOJATaKA.

# \ 3anaxkame \ IIpenopyka
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1 | He paau ce penoBHa u3pasia pesepBHuX | HampaBuTu u axxypupatu cTpaTerujy uspaje
KOITMja BaKHUX TO/IaTaKa ca PE3epBHUX MOJaTaKa ca KOPUCHUUKUX padyHapa
KOPUCHUYKHUX padyHapa yIoTpeOOM LIEHTPATHE JIOKAIH]€ 32 CKIaIUIITCHC
KOPHCHUYKHX TO/IaTaKa.

UT oncex BpXoBHOT KacaliMoOHOT Cy/ia je HHCTAJIMPAao KOHTPOJIEp IOMEHA U 3aI104Ye0
JI0/1aBamk-€ padyyHapa U KOpucHHUKa y oMeH. OgadpaHo je Aa ce 0BO MPBO ypajau ca
padyHapuMma y JaKTHIOOUpOY ycies crieupuHOr HaunHa BUX0BOT pajaa. Kopumnrtheme
JIOMEeHa OM 3Ha4ajHO MOjEeTHOCTABMIIO U CMABUIIO TI0CA0 aIMUHHUCTPALIM]E KOPUCHHUKA U
BUXOBHX IpaBa u noBehasno ykynHy 6e30ennoct. OOyke 3a KOHPHUTypaiujy u
anMuHUcTpanujy Windows oMeHa Ou nonpuHesne Op>koj ¥ KBAJIMTETHH]O] UMIUIEMEHTALN]U
JIOMEHA Y OKBUPY MpPEkKe Kao U 60Jb0j HCKOPUITNEHOCTH pecypcea.

CBu 3anocieHr BpXOBHOT KacallMoHOT Cyjia UMajy aJipecy eJICKTPOHCKE TOIITE IPEKO
cepBuca koju 00e30ehyje Ympasa 3a 3ajenHuuke nocnose penyonnykux oprana. [Ipumeheno
j€ J1a CepBHUC CIIEKTPOHCKE IMOIITE MOBPEMEHO HHjE JTOCTYIIAH A ¢e KOPUCHUIU CHajla3e Ha
pa3He HauuHe.

Takole y miany je yBohemwe 1oMeHCKUX moiuca u noaemrasame WSUS cepBuca 3a
LEHTPAIN30BaHO ayTOMATCKO aKypHPAhe CUCTEMA.

# | 3amaxame IIpenopyka
1 | Camo neo pauyHapa ce Hajasu y Paau 60Jp€ KOHTpPOJIE KOPUCHUYKUX HAJIOTA,
JIIOMEHY. HbUXOBHX IpaBa U YHU(OMHOT MPHUCTYTIA pecypcuma

U CHUCTEMCKHX TO/IelIaBama MPenopyka je 1a ce CBU
pauyHapu ywiane y 1oMmeH Cyna.

2 | 3anocnenu y UT onceky Hemajy Peanm3oBaru 0O0yKy 3a MOACIIABALE U OIPKABAHE
HCKYCTBa ca WHCTAJIAIUjOM U Windows akTuBHOT qupekTopujyma u gomeHa y Cyny
nofeniaBambeM Windows akTHUBHUM 3a cBe 3anociene y UT oncexky.

JTUPEKTOPU]JYMOM U JOMEHHUMA

3 | WSUS ce He kopucTu 3a ynpaBbame WSUS omoryhBa koHponucano axxypupame seher
aXypupamuMa CUCTeMa U MaKeTa Opoja pauyHapa y3 MUHMMAJIHU HAIop u
ONITUMH30BaHy yrnoTpedy MpeXHHUX pecypca Te je
IIPETNOpPYKa J1a Ce IITO IIpe NPUMEHH Y IIOTIIYHOCTH.

12




4 | CepBuC €NEKTPOHCE TIOIITE je
MOBPEMEHO HEIOCTYIaH

Vcnuratu pasnore HeJJOCTYITHOCTH U 3ajeTHO ca
V33IIPO panutu Ha noBehawy BpeMeHa
JOCTYITHOCTU ¥ UH(OpMUCakY U ycKilahuBamy Mo
NUTaky OIepalyja opkaBamba HCTOT.

5 | He mocToju neHTpaiHa jJoKaluja 3a
pa3MeHy atoTteka uzmel)y KopucHUKa y
OKBHpY Cynia

ITo yrneny Ha gakThio OUpO HIEHTU(KOBATH TpyTe
KOpPHHCHKA KOjU UMajy oTpely Aa Aerne caapxaje u
naroreke u3Mely cebe panu ob6aBibama MOCIOBA U
YCIIOCTaBHUTH IICHTPAJIHY JOKAIH]y , Ca KBOTaMa.

BpxoBHM KacallMOHM CyJ MMa BpJIO JIMMUTHpaHE KamaluuTeTe 3a mpaheme W yrpaBibambe

padyHapCcKOM MPEXOM y OpraHu3aluju. Y CTamy je J1a ce cTapa 0 peOBHOM (DyHKIIMOHHCAY

Mpexe, MIPUKIbyUUBaby U KOHPHUTypucamy padyHapa, [a mojemana u Memwa [P nmapamerpe u
ci. Takohem Cyn Hema amare 3a ygaJbeHO Haariename Mpexxe u cepsepa (SNMP) u

TeHepUcame ajapma y ciydajy mpobmema Te ce crora WT oncek He moHama yBek

MIPOAKTHBHO Y pelIaBamy Mpobdiema.

# | Samaxame

IIpenopyka

1 | Cyn Hema anate 3a ygajbeHO
HaaIenAame Mpexe u cepsepa (SNMP)
U TeHEepHUCame alapMa y CiIydajy
npobiema

Opnabparu u o noTpedu Kynutu oarosapajyhy
aryIMKaIujy 3a HaAreJagame pajga MpeKHUX ypehaja,
cepBepa, ITamnada M pajHuX cTaHHua (0OMYHO
6azupane Ha SNMP nporokoiy).

PauyHapcku XxapaBep M onmpeMa yKJbYdyjy CBe XapABEpCKE M MPOrpaMcKe KOMIIOHEHTE Koje

xopucHui y BKC kopucte 6u10 AMPEKTHO HA CBOM PAaTHOM CTOJY WIJIM MYTEM padyyHapckKe

Mpexe (HIp. MpeXHH MmTammadn). To ykJbydyje cepBepe, CTOHE padyHape, JamToIoBE,

HITaMIaye, CKeHepe, MPEXXHY OIpeMy, KaHIEIapUjCKU cOPTBEP Kao U ONEpaTUBHE CUCTEME 32

pajHe CTaHUIIE U cepBepe. Y OBOM ofieJbKy he netaspHUje Outn oOpahenu:

Cepgepu
ITamnaun
Ckenepu

OrnepaTUBHU CUCTEMU U

e CraHgapaHe amuKaluje y ynorpeou
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Crame ce pauyHapCKOM OIPEMOM KOJI KpajibuX KOPHUCHUKA Ce , 3aXBaJbyjyhu JoHaIjamMa u3
2014te n 2016Te xao u 3axBasbyjyhu cpeacTsuma onodbperum o Munucrapcrsa [Ipasze y
Henem6py 20151e nonpassba y CKIaay ca O4CKUBAKBUMA.

TpenyTtHo y BpxoBHOM KacannoHoM cyay uMa 61u3y 200 1eCKTOIl ¥ JIANTOoIl payyHapa Of
kojux je 60 HabaBibeHO y 2016T0] AOK je KpuTU4HO join oko 30 Koju cy Ha0aBJbEHU paHUje U
noTpeOHO UX je 3aMEHUTH Y IITO Kpahem poky /1a O KOPHCHUIM MOTJIH J1a HACTaBE HEOMETaH
pan. Ilmanupano je ma ce 3ameHe u npeoctanux 30 pauyHapa npousBeneHux mpe 2010
roavHe kKoju cy Beh amopTu3oBaHu, U 3actapen ( 1enepoH npoiecopu ca 2GB RAM Win.
Vista) 3a oBo Hema jour npenBuleHor OyueTa na he ce pa3MOTpUTH U MOTYHNHOCTH JJOHAIH]E,

WY CIUYHUX HAOABKU.

# | Samaxame

IIpenopyka

—

3aHaBJbamkE ONpPEME 12 U payyHapa ce
yIJIaBHOM OCJamka Ha JOHAIje y
HapeIHOj TOAMHY IITO oHeMoryhaBa
TYTOPOYHO TUIAaHUPAHE 3aHABJbAhA
oIpeMme.

VY Oynyhoj uzpanu Oyyera BpxoBHOr KacarmoHor
cyaa y3eTH y 003Up U aMOpPTH3aIH]jy OIpeMe u
OIPE/ICIIUTH CPEACTBA 33 IPABOBPEMEHO 3aHABIbAHEC
jemHor Jena pauyHapa CBaKe TOAMHE.

VY TBpIUTH JIUCTY MIPUOPHUTETA 32 JOJEITy HOBUX
padyHapa U CICIMTH je TPUITUKOM PacIoelie
ompeMme.

2 | Hemocraje Oyuer 3a 3aHaBIbambe
HajkputnyHuju 30 pauyHapa

Ucnuraru 1 nmue ce kpo3 MAT® npojexar Mox
¢uHaHCHpaTH HabaBKa OBE ONpeMe.

Y BpxoBHOM KacallMOHOM Cy/ CMEILTEH je U MIaBHH data center 3a LIEJIOKYIOHO CYJICTBO. Y

IBEMYy CYy cepBepH KOju MOKpehy JBe IMOCIOBHE aIllIMKaIfje 3a ayTOMATCKO YIIPaBJhambe

peaMeTHMa:

1) CAIIC (CranmapmuzoBana Allmukanuja CyncTBa) — MOIEPHH CHCTEM 32 YIIPaBJhambE

IpeaMeTHMa Kora KOpUCTe CBH CYJJOBU pemyOinnukor panra. CHCTEM je pa3BHjeH y CKIIOMY

IPA 2007 mpojekra

2) CUIIPEC (CHcrem ITPEkpmiajuux Cynosa) — pa3Bujen on crpane USAID JRGA npojekra.

3) CepBepu 3a Oymyhm cuctem 3a cyncky mpakcy Habaeibenu y okBupy USAID JRGA

IpojeKTa

Csu cepBepu 3a CAIIC cy nabGaBsbenu 2011. roguHe ca TPOTONMIIHLOM TapaHLMjOM Koja je

HakHaJHO npoxaykeHa 1o 2016. ronune. Hekn npousBohaun omoryhaBajy na ce rapaniuja Ha

OlpeMy HAKHAJHO MpPOAYXKM y3 Jomiary W Ty MoryhHoct MuHHCTapcTBO mpasae Tpeba

HUCIIUTAaTH.
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3a pacnonarame U ylpaBjbalkbe pecypcrMa OBUX CepBepa HAUIEKHO je MUHUCTapCTBO MpaBJe
1ok 3anocneHu Cyaa npyskajy TEXHUUKY IOMON U aIMUHUCTpaHu;jy.

Toxom 2016Te BpxoBHU Kacaruonu cyq je uHcranupao VMWare ESX nHa jemHom ¢uzndxom
cepBepy M Kpeupao 2 BHPTyeIHE MallMHE Koje ce KopHucre kao cepepu ca Windows 2008
OTepaTUBHUM cucTeMOoM. Ha jenHoj o1 BUPTyeTHUX MallMHA je JOMEH KOHTpPOJIEp, a Ha JIPyTroj
je Permkarop m KOH30/1a 3a ynpaBJbame IMOJelIaBambUMa aHTUBUpPYC Hporpama. Ha oBum
BUPTYEJIHUM MalllMHAMa Hajla3e Ce U JIeJbeHU TUPEKTOPHjyMH 3a JakTuiaodupo. He moctoju
pelyHIaHTaH cepBep T€ je MOTpeOHO NMPHOABUTH jOII jeAaH CEpBEpP MCTE crenuduKaiuje
M630, onroBapajyhu 6poj nuueHiu 3a codhTBep 3a BUpTenu3anujy kao u codreep u ypehaj 3a
yyBame pe3epBHux konuja — HAC cepsep - Fujitsy Kelvin nnu ciinyas.

# | 3amaxame IIpenopyka

1 | BupryenHu cepBepH 3a HHTEPHY HaGaButu Onejn cepsep ucre cneungukaiuje M630
ynotpely cy Ha TuiatoMu Koja je Kao u norpedan Opoj numennu 3a VMWare ESX u
ycaMmJbeHa Tauka OTKa3a Windows 2008.

2 | He nocroju ypehaj 3a uzpany HaGaButu ypehaj 3a uzpany pe3epBHUX KOIHja —
pe3epBHUX Komuja 3a uHTepHe cepepe | HAC cepsep mnu cnnuan Fujitsy Kelvin.

Cyn yrmaBHoMm kopuctu Lexmark u monena ¢upme Hewlett Packard. HP mrammaun Baxke 3a
ypebaje ca HemTo 60Jb0M PEnyTalujoM Y OCIOBHOM OKPYKEHY.

Toxom 2016te Cyn je no6uo 15 Brother mramnaya koju ce HUCY HajOOJbE MOKa3anu Kao U JBe
MynTU(YHKIMOHATIHE MalHe y 00ju (ckeHep, mrammay, konup) Kyocera FS-C8520MFP.

PazHonmuKOCT ompeme YMHU MOAPIIKY KOpUCHHULIMMA 3axTeBHUjoM. UT oncek je y moryhHocTH
7la U3BPIIN Mame MHTEPBEHIIM]jE YKOJIHUKO J1ol)e 10 3acToja y pasy.

KopucHuim yriaBHOM KOpUCTE IITaMIIaye MHCTAIMPAHE Yy HBUXOBO] KaHILIEIAPH)H HAaKO TTOCTOJU
u3BecTaH Opoj MHCTAIMPAHUX MPEKHUX LITaMIIaua KOje MOTY Jla KOPUCTE.

MpexHHX mTaMIada Hije 3a0BoJbaBajyha ycien HHepIHje U HaBUKa KOPHUCHUKA.

# \ 3anaxkame \ IIpenopyka
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1 | JleJbeHu MpEKHU IITaMIIauu Ce HE EnyxoBatu pykOBOJACTBO U KOPUCHUKE O

KOpHCTE JIOBOJbHO YaK HU Kajla HeMa NPEIHOCTHIMA YIOTpeOe eJbeHUX MPEKHUX
Iperpeka 3a To [ITaMmaya.

2 | [lojenunu cTapu mwTamMnadu, HIp [ToTpeOHO je U3BPLIMTH 3aMEHY OBHX ILITamIIa4ya
HP1010 nemajy npajsepe 3a Windows HOBUM MOZEINMA.
10.

3 | Kyocera FS-C8520MFP ypehaj mramna | AHraxxopat cepBrcepa Jia MoKyIia ONTUMU3ALHU]Y
criopuje of mpeTxoxHor ypehaja panu yop3ama Imramie

Tpenytno, BKC He kopucTu cBoje corncTBeHe 6ase mojaraka, a MoCpeaHO Ce y HEroBOM Jara
HEeHTpy Hasazu Buie uHctani Microsoft SQL Servera, 3a motpe6e cucrema CAIIC.

CBuMm Oazama mojaraka ymnpasjba (upma AToc, a YroBop O onpkaBawmy wu3mehy
MunucTapceTBa npase u pupme AToc je U Jajbe Ha CHa3H.

# | 3amaxame IIpenopyka
1 | YUnanosu UT tuma HUCY OOydeHH 3a O06e306enuTH 00yKe 32 aIMUHUCTPAIIN]y cUcTeMa 0a3a
OJIPKABAHE M AIMUHUCTPALIU]Y nonaraka SQL Server 3a cBe 3anocnene UT onceka

KOMILICKCHHUX 0a3a ImogaTaka, Kao M 3a BKC.
OTKJIamame npodiiema y paay u
CralaBame MoAaTaKa y ciydajy
XaBapuja

Ha cBum pauynapuma y BKC uncranupan je ECET mpexuu antuBupycHu codrsep. Takole,
Ha CHa3M je CHUT'ypHOCHA TMOJHMTHKA Ja 3all0CJICHU HeMajy aJMHHUCTPATHBHE NMPHUBUIIETH]E HA
padyHapuMa 4MME C€ IPEBEHTHpa WHCTajJalja HeoBJAIIheHHX MporpamMa Ha CIy)XOeHUM
padyHapuma.

BpxoBHu kacammonu cya TpeHyTHo uma Bumie Fujitsu fi-6110 Duplex Scannera xao u fi-
5530C2 ckeHepa 3ajeiHO ca JHIEHIUpaHoM Bep3ujoM amukanvje Adobe Acrobat
Professional IX.
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[Topen oBux ypehaja Cyn uma u Buiie myntudysnkiuonanaux ypehaja Kyocera xoju ce mory

MIOZICCHUTH J1a Pajie ¥ Ka0 MPEXHH CKEHEpH alli TO MOoJeIIaBamke HUje ypal)eHO HU Ha JeTHOM.

# | Samaxame

IIpenopyka

[u—

J1a paJid Ka0 MPEXHU CKEHEP

Kyocera FS-C8520MFP nuje nogemen | AHraxoBaTu cepBUCEpa J1a U3BPILU MTO/ICIIABAHE

Kyocera FS-C8520MFP na panu kao MpexHH CKEHEP
U TIPUIPEMHUTH YIIYTCTBO 32 YHIOTPEOy.

BpxoBHHU KacalloHU CyJ] HEMa CTaHIap/ie 3a OlepaTHBHE CUCTEME y YIOTpeOu, Tako Jia ce Ha

CTOHHMM U JIANITON padyHapHMa Hajla3u MUKC orepatuBHHX cucrema Windows XP, Windows

Vista, Windows 7 u Windows 10 :

Pauynapu OnepaTuBHU CHCTEM Koanuuna
Windows 10 50
Desktop Windows 7 70
Windows Vista 25

Bbpoj pauynapa ca Windows XP je cmMameH y 0qHOCY Ha NpOIUTY TOIMH3 U TU padyHapu he y

MOTIYHOCTH OMTH M30aueHu u3 ynorpede Tokom 2017Te ronune.

OBakaB MHUKC pPa3JIMUUTUX TEHepalyja padyHapa W OIEpPAaTUBHUX CHCTEMa j€ YCIOBJHECH

YUILEHUIIOM J1a je HabaBKa pauyyHapa o0aBjbaHa y MaJM CepHjamMa U y NMPHJIUYHO HIMPOKOM

BPEMEHCKOM HHTEpBaly, Kaja Cy Ouie akTyelHe pa3InuuTe Bep3uje ONEepaTuBHOI CHCTEMa

Microsoft Windows a nwuiieHIie 3a OnepaTUBHU CHCTEM HHUCY YTrOBOPEHE IIeHTpaiHo Beh cy

HCIIOPYYCHE 3aj€IHO Ca OIPEMOM.

Lentpanu3anujom HabaBKe JIMIEHIIM MOTY ce MocTHhu yirese.

# | Samaxame

IIpenopyka

1 | Bep3uje onepaTUBHOT cUCTEMA H
arikanuje koje ce kopucre y BKC
HUCY MPOIHCaHe MPaBUJIHUKOM HUTH je | oarosapajyher [IpaBuiHuka.

MOCTaBHLCH CTaHAAPA.

Crannapau30BaTH Bep3Hjy ONEPaTUBHOT CUCTEMA U
aryIMKaIuja Koju ce KOpUCTe Kpo3 u3pany

2 | HabaBka JHIIEHIM 3a ONIEpaTUBHU
CHCTEM HH]j€ LICHTPAJIN30BHA HUTH
perynucana oarosapajyhum yropopuma | nmpubaButu norpeba 6poj JTUICHIH.

VY norosopy ca MunucrapcrsoM IIpasne
CTaHJApAM30BaTH BEP3Hjy ONEPATUBHOI CUCTEMA U
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Y BpXxoBHOM KacallMOHOM Cyay HE MOCTOjH HMPaBWJIHHMK O CTaHIApAM3aLUjU WHCTAIUPAHUX
mporpamMa ajM je YOueHO Ja ce yoOuuajeHo KopucrTe ciieaehe arumkanuje of CTpaHe
sanocneHux :  Microsoft Office, OpenOffice, Internet Explorer, Chrome wu apyre
cneuyjanu3zoBane ammkayje : CAIIC u ®MUC.

Y oxBupy Cyma ce kopucte naBe paznmuuute Bep3uje Microsoft Office makera. Behuna
3anocnennx kopuct Microsoft Office 2007 mok craructuuapu u UT xopucte Microsoft
Office 2013. Taxohe u3Bcran 6poj 3anocnenux kopuctu OpenOffice y cBakoJHEBHOM pafy.
VYnopenno xopunthewe MS Office u OpenOffice nakera y okBupy Cyza npencrasiba npooiem
yclell Maux HeycaraleHOCTH Y HauuHy (opMaTtupama U MmpejaMama TeKCTa U CIIMKa IITO
JIOBOJH JI0 Pa3lIMKe Y KpajbeM H3redy JOKYMEHTa OJHOCHO OJUTYKE a pas3siuke y Mpeduiama
OTEXKaBajy 3arociieHuMa Jia ca MojjeHakoM eukacHouhy KOpucTe u jeaaH u apyru. Behuna
KOPHCHHKA UMa MPETXOJHO UCKYCTBO y paay ca MS Office u renepann oce y pamy ca mHUM
nocTa 60Jbe CHaase.

Cyn Hema cTaHIapIu30BaH UHTEPHET Iperiead HATH je youeHa rnorpeda mim npodieM ycien
TOra OCHUM BEJIMKOT PU3MKa BE3aHOT 3a 4MmbeHuIy na mox Windows 10 cucremoM, Ha KojH
cyn mnanupa na npehe, armmkanuja CAIIC pagu camo ca Internet Explorer nperpaxuBauem y
KOMIAaTUOMINTH MOy paja a He panu Hu ca Edge uu ca Chrome nperpaxuBaunma.

# | 3amaxame IIpenopyka

1 | Cyn Hema cTaHgapJaH MakeT 3a Crannapau30BaTH Bep3ujy O aluIMKallija Koju ce
npoxyKTuBHOCT U Kopuctu 1 MS Office | kopucre kpo3 uspany oarosapajyher [Ipasunnuka u
u OpenOffice 00e30enuTu oaroBapajyhu 6poj JIUIEHITH.

2 | Ilog Windows 10 CAIIC panu camo ca
Internet Explorer nperpaxuBauem y
KOMaNnTUOMIUTH MOJY paja.
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3AK/bYYAK

VY nperxonnom nepuony Cyn je yHanpeauo ctame HHPPACTPYKType y MOrIely padyHapcKe
OIllpeMe | M3BPIINO AKTUBUPAA CEpBEPa U BUPTYEIHUX MAlllMHA 3a MHTEpPHE MOTpede
3aHOBHBILY OKO 60 pauyHapa u 38 mraMiaya TOKOM IMPOILIE TOAXHE KPO3 JOHALN]E MU
jaBHe HabaBke. TpeHyTHH (hOKyC cyaa je Ha nasboj enumuHanrju Windows XP a morom u
Windows Vista cucrema u3 ynorpebe, koju ce yciea cnenudukanyje xapasepa He Mory
YHAIpeIuTH Ha HOBH]jY IUIaTGOpMy Te je MoTpedHa 3aMeHa KOMIUIETHHX padyyHapa a ycien
HEIOCTATKa OfIp>KaBarba MPeICTaBsbhajy OMACHOCT 3a CUTYPHOCT Y CYAY.

YenoctasibeH je AktuBHU aupektopujym Cyna, y3 kopumrhewe WSUS 3a axypupame
CHCTEMCKHUX IIPOrpama, y KOju ce CBaKOJAHEBHO YKJbYUy]y HOBU pauyyHapH U KOjU YUHH
OKOCHHILY 3a JeJHOCTaBHH]Y M €(hUKACHH]Yy aIMUHHUCTpALM]jy U ToBehaHy CUTYPHOCT MpExe
cyza.

TpenyTtHo je HajnpoOnemarnyauja u HajyprenTHHja cutyanuja ca CISCO IP tenedonckom
LIEHTpaJIOM Koja Beh mokasyje npobseme y paay a Cya Hema aJieKBaTHY 3aMEHY HUTH
BEIITHHE JIa je KBATUTETHO oAprkaBa. [1o oBoMm nuTamy je morpedbHa xutHa noapuika Cyny aa
TpajHO pelr 0Baj MpoliIeM Kako MO MHUTalky OMpeMe TAaKo U 1Mo NMuTamy Kananurera UT
OZICeKa Jia UCTY OfIp>KaBa M KOH(UTYpHIIIE.

HcTo Tonmko 3HaYajHa U YPreHTHA je MojpIiKa y HabaBiu HOBOT O11ejn cepBepa u ypehaja 3a
4yBamke Pe3ePBHUX KOMHMja KojuMa O ce u3berao mpekua y pamy yclea npodieMa ca
w1aTOpMOM Ha K0joj ce Hajlaze nocrojehe BUpTyeIHe MallluHe a yjeaHo 00e30ea1Io u
YyBambe BAXKHUX KOPHCHUYKUX TO/IaTaKa (MIPETHOCTaBaKa Jia ce jelHa O] BUPTYSIHUX MalllnHa
KOPHCTHU M Kao (aji cepsep).

He mame BaykHO au He TOJMUKO YpreHTHO je aa Cyn npurnpemu lpaBuinnuke o
CTaHJapAM3alMjU padyHapa U nporpama, kao u [IpaBHiTHUK 0 U3pagy U 4yBamby pe3epBHUX
KOITHja.

Moryhe je moctuhu ymrene y oneparuBHUM TPOLIKOBUMa BehoM ynoTpeOoM MpeHUX
HTaMmaya, KopuihemeM IeHTpalle JIOKalrje 3a pa3MeHy HojaTaka yHyTap cyzia u
LEHTPAIN30BaHOM Ha0aBKOM U aJIMUHUCTPAIIM]OM JIMIIEHITHOT cOpTBEepa U JIHULIEHIH 3a
OIlepaTHUBHE CUCTEME.

KoHcynTaHT je MULIIBEHa J1a je TOTPeOHO CIPOBECTH MPEATIOKEHE TPEHUHTE 3a 3aMl0CIeHE Y
UT oncexy panu anpecupama yOUeHHX MpodiieMa y paay U MUHUMU30Bakhe PU3UKA 10
ykynny noctynnoct UKT undpcTapykTypHUX cepBrCca KOPUCHHUIIMMA Y CIyOBUMa (Mpexa,
TenedOoHH, ITAMITa4H) OJJHOCHO /1a O ce M3BYKao MaKCUMyM M3 TocTojehe cutyaryje.

HKT oxcek onciyxyje npeko 150 KopucHHKa U HEOIIXOIHO je J]a ce IpUMEHe Mepe
LEHTpaIN30BaHe aIMUHUCTpAIje U Haameaama Kpo3 ynotpedy A/l u aApyrux anara, BUCOKe
JOCTYITHOCTH U MOY3/aHOCTH CBUX BpCTa ollpeMe yKibydyjyhu u mrammnaye u cepsepe
OJTHOCHO JIa Ce 3a KpUTHYHE pecypce 00e30eau pesepsa paau Op3e 3aMeHe.
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UT oncek nomaTHO MOKE J1a YHAIPEIU CBOj€ HHTEPHO MOCIIOBambe KPo3 yBoheme aruKalmje
3a €BUJICHTHPAh-¢ MHTEPHUX 3axTeBa (TUKeTa) U pe3ynrara. OBume 6uce omoryhuio u 6pxe u
0oJbe mmpeme MHPOpPMaLMja U MOCTUIIIO 00JbE pasyMeBame 0 MpodieMruMa Koju ce
Hajuenthe jaBibajy.

Hajsehu npoGnem y ogpxuBocti UKT undpactpykrype npeacraBibajy HOBYaHaA CPEICTBA
Koja O moMorya J1a ce U3BpIIY YHU(POMH3alKja U CTaHAapIu3alIja paHoT OKPYKemha 1
aryIMKaIMja Kao U J1a ce yCTaHOBE LUKIIYCH PEIOBHE 3aMEHE ONpPEMeE I10 HEHO] MOTITYHO]
aMOPTHU3ALUjU U OTITUCY.
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